
   

 

DIGITAL CITIZENS 

Media Literacy, Misinformation and Responsible Online Behaviour 

DAY 1 – UNDERSTANDING DIGITAL CITIZENSHIP 

• Introduction to Digital Citizenship  

• Digital Skills, Digital Literacy and Digital Citizenship  

• Rights and Responsibilities in Digital Environments  

• Digital Identity and Online Presence  

• Digital Footprints and Online Reputation  

• Digital Inclusion and Equal Access  

• Opportunities and Challenges of Digital Participation  

DAY 2 – MEDIA AND INFORMATION LITERACY 

• Understanding Media and Information Literacy  

• Information, Opinion and Evidence  

• Evaluating Online Sources  

• Misinformation and Disinformation  

• Fake News and Clickbait  

• Bias, Manipulation and Persuasive Content  

• Social Media Algorithms and Information Bubbles  

• Practical Approaches to Fact-Checking  

DAY 3 – AI, DEEPFAKES AND DIGITAL MANIPULATION 

• Artificial Intelligence and the Digital Information Environment  

• AI-Generated Text, Images, Audio and Video  

• Deepfakes and Synthetic Media  

• Identifying Manipulated and Misleading Content  

• AI-Generated Misinformation  

• Critical Thinking and Responsible Information Sharing  

• Ethical Use of AI in Digital Communication  

• Developing Students' AI and Media Literacy  

DAY 4 – ONLINE SAFETY, PRIVACY AND DIGITAL WELL-BEING 

• Digital Privacy and Personal Data  

• Online Safety and Cybersecurity Awareness  

• Phishing, Scams and Social Engineering  

• Digital Identity and Personal Security  



   

 
• Ethical Online Communication  

• Cyberbullying and Online Harassment  

• Digital Well-being and Healthy Technology Use  

• Developing Safe and Responsible Online Behaviour  

DAY 5 – ACTIVE AND RESPONSIBLE DIGITAL PARTICIPATION 

• Digital Rights and Responsibilities  

• Digital Citizenship and Democracy  

• Freedom of Expression and Respectful Online Dialogue  

• Online Communities and Student Participation  

• Digital Collaboration and Student Voice  

• From Digital Consumer to Digital Creator  

• Integrating Digital Citizenship Across the Curriculum  

• Developing a Whole-School Digital Citizenship Approach  

• Designing Classroom Activities for Digital Citizenship Education  

LEARNING OUTCOMES 

By the end of the course, participants will be able to: 

• Explain the principles and dimensions of digital citizenship.  

• Distinguish between digital literacy, media literacy, information literacy and digital citizenship.  

• Evaluate the credibility and reliability of online information and digital sources.  

• Identify common forms of misinformation, disinformation and online manipulation.  

• Apply basic fact-checking and critical information-evaluation strategies.  

• Recognise the educational implications of AI-generated content, deepfakes and synthetic 

media.  

• Promote responsible and ethical use of digital technologies among students.  

• Identify common risks related to privacy, personal data and online security.  

• Address cyberbullying, online harassment and harmful digital behaviour in educational 

settings.  

• Promote healthy and balanced digital habits and digital well-being.  

• Support students in understanding their digital rights and responsibilities.  

• Encourage respectful communication, critical thinking and active participation in digital 

environments.  

• Integrate digital citizenship education into different subjects and classroom activities.  

• Develop practical learning activities addressing contemporary digital citizenship issues.  

• Apply a whole-school approach to digital citizenship education. 

 
              

 



   

 
Methodology & assessment 

Methodology 

Pedagogical Approaches: Teacher training courses typically employ various pedagogical 

approaches to model effective teaching practices. This may include lectures, interactive seminars, 

workshops, and hands-on teaching experiences. 

 

Practical Teaching Experience: Practical teaching experience is a fundamental component of 

teacher training. Participants often have opportunities to observe experienced educators and 

engage in actual teaching in classrooms or educational settings. Feedback and guidance from 

mentors are essential during these experiences. 

 

Collaborative Learning: Collaborative learning is often encouraged in teacher training courses. 

Participants may work in groups to develop teaching materials, lesson plans, and teaching 

strategies. Collaborative projects can promote the exchange of ideas and best practices. 

 

Reflective Practice: Reflective practice is a crucial aspect of teacher training. Participants are 

encouraged to reflect on their teaching experiences, analyze their teaching methods, and consider 

how to improve their practice. Journals, written reflections, and discussions are common tools for 

fostering reflective practice. 

 

Assessment 

Written Assignments: Teacher training courses often include written assignments, such as 

research papers, case studies, or essays, on topics related to education and teaching methods. 

Examinations: Some teacher training courses may include written examinations to assess 

participants' understanding of pedagogical theories, educational psychology, and other relevant 

subjects. 

Professionalism and Communication: Assessment may also consider participants' 

professionalism, communication skills, and ability to collaborate with colleagues, parents, and 

students. 

 

Feedback and Self-Assessment: Regular feedback from mentors and self-assessment are crucial 

components of teacher training assessment. Participants are encouraged to use feedback to 

improve their teaching skills 

 

Certification details 

1. Completion Certificate: Upon successfully completing a teacher training course, you will 

typically receive a completion certificate or diploma from the training provider or 

institution. This certificate acknowledges your participation and successful completion of 

the training. 

2. Course Duration: The duration of teacher training courses can vary widely. Some may be 

short-term workshops or seminars, while others may be more comprehensive and span 

several weeks or months. The certificate may indicate the total number of hours or credits 

completed. 



   

 
3. Content and Curriculum: The certificate should outline the key topics, content, and skills 

covered during the training. This information helps future employers or educational 

institutions understand the scope of your training. 

4. Credits or Continuing Education Units (CEUs): In some cases, teacher training courses 

may offer academic credits or Continuing Education Units (CEUs). These credits can be 

valuable for professional development and may be recognized by educational authorities 

or institutions. 

5. Language of Instruction: If the teacher training course is conducted in a language other 

than your native language, the certificate may indicate your language proficiency level or 

the language in which the training was delivered. 

6. Evaluation and Assessment: Teacher training courses often involve assessments or 

evaluations of your performance. The certificate may include information about your 

performance in the training, such as grades or evaluations. 

7. Recognition and Accreditation: Ensure that the teacher training course and the 

institution providing it are recognized and accredited by relevant educational authorities 

or professional bodies. This can affect the credibility and transferability of your certificate. 

8. Pedagogical Practices: If the training includes practical teaching experience or classroom 

observations, the certificate may highlight your proficiency in specific pedagogical 

practices or teaching methodologies. 

Pricing, packages and other information 

• Price: 400 Euro 

• Package contents: Course 

Additional information 

• Language: English 

• Target audience ISCED: 

Primary education (ISCED 1) 

Lower secondary education (ISCED 2) 

Upper secondary education (ISCED 3) 

• Target audience type: 

Teacher, Careers Counsellor , Researcher 

• Learning time: 25 hours or more 


